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Executive summary
NYC commercial real estate risk is broadening beyond traditional insurance and vacancy concerns to include tenant risk analytics, 
ESG compliance, cybersecurity, and geopolitical exposure tied to international capital. North Star Universal, LLC views these as 
interconnected pressures on margin and liability: landlords who adopt proactive audits, tenant scoring, and compliance planning are 
best positioned to protect NOI as the market tightens.

Rising insurance premiums threaten margins
NYC commercial property insurance rates jumped more than 15% in 2024, according to CBRE, with premiums rising even faster in 
high-risk areas like Lower Manhattan and the Brooklyn waterfront. We recommend negotiating tailored coverage and conducting 
proactive building risk audits to reduce liability exposure and limit further premium escalation.

Vacancy and lease default trends
Leasing behavior has shifted materially post-pandemic. Q2 2025 JLL data shows Midtown office vacancies remain above 18%, 
while retail storefronts continue to face pressure from e-commerce growth. We advise tenant vetting, ongoing performance 
monitoring, and default-resistant lease structuring to protect cash flow in this environment.

Tenant risk scoring and ESG compliance
● AI-based tenant risk scoring — analyzing credit patterns, foot traffic, and business survival likelihood — is reducing 

leasing surprises and strengthening rental security for early adopters.

● ESG compliance is no longer optional: a 2025 Deloitte study found 62% of NYC CRE investors require ESG reporting, 
and properties with low sustainability scores are losing value. Meeting regulatory benchmarks now also supports access to 
green incentives.

Risk factor summary

Risk factor Current signal Advisory response

Insurance premiums NYC commercial property insurance up 15%+ in 
2024 (CBRE); higher still in Lower Manhattan and 
Brooklyn waterfront

Negotiate tailored coverage; conduct 
proactive building risk audits

Vacancy / lease defaults Midtown office vacancy above 18% (Q2 2025, 
JLL); retail storefronts pressured by e-commerce

Tenant vetting, performance monitoring, 
default-resistant lease terms

Tenant risk scoring AI-based scoring using credit patterns, foot traffic, 
and business survival likelihood is emerging

Adopt tenant risk-scoring tools to reduce 
leasing surprises

ESG compliance 62% of NYC CRE investors require ESG reporting 
(2025 Deloitte study)

Meet regulatory benchmarks; pursue green 
incentives

Cybersecurity Smart-building systems (HVAC, Wi-Fi, digital 
locks) increasingly targeted by hackers

Audit technology stacks; implement 
cybersecurity protocols

International capital Strong inflows from South Korea and UAE, 
alongside geopolitical and currency risk

Bridge global investment strategy with 
local market realities

Cybersecurity and international capital
Smart buildings face growing cyber threats, with hackers increasingly targeting HVAC systems, tenant Wi-Fi, and digital door locks 
— making technology stack audits and cybersecurity protocols a standard part of building risk management. At the same time, 
strong international capital inflows from South Korea and the UAE bring geopolitical, currency, and policy risk that requires 
bridging global investment strategy with local market realities.

Outlook and recommendation



NYC property owners face tighter margins, rising liabilities, and increasingly data-driven tenants and competitors. We recommend 
landlords pair traditional risk management — insurance review, lease structuring — with newer tools: tenant risk scoring, ESG 
readiness, and cybersecurity audits, to align assets with the full scope of today's risk landscape.
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